ECS Document Number: 420-TD-019-005

ECS System Configuration -- Port Numbers Database

0

1.1 ECSLocation:

Basdline | D:

[3012 A 1.0.0 0001 |

Al I ECS Sites

Port Number Information

Prepared Under Contract No.: NAS5-60000

0.1 ECSCCR#:
0.2 Release CCR #:

2.1 Service 2.2 Port#/ prtcl 23 Alias 2.3 Comment
t cpnmux 1/tcp # TCP Port Service Miliplexer
t cpmux 1/ udp # TCP Port Service Miliplexer
rje 5/tcp # Renpte Job Entry
rje 5/ udp # Renote Job Entry
echo 7/tcp
echo 7/ udp
di scard 9/tcp si nk nul
di scard 9/ udp si nk nul
syst at 11/tcp users # Active Users
syst at 11/ udp users # Active Users
dayti nme 13/tcp
dayti ne 13/ udp
gotd 17/tcp # Quote of the Day
got d 17/ udp # Quote of the Day
char gen 19/tcp ttytst source
char gen 19/ udp ttytst source
ftp-data 20/ tcp # File Transfer [Default Dataj
ftp-data 20/ udp # File Transfer [Default Datal
ftp 21/ tcp # File Transfer [Control]
ftp 21/ udp # File Transfer [Control]
t el net 23/ tcp
t el net 23/ udp
st p 25/t cp mai |
sntp 25/ udp nai |
tine 37/tcp ti neserver
tine 37/ udp ti neserver
rlp 39/ tcp # Resource Location Protoco
rlp 39/ udp # Resource Location Protoco
nanme 42/t cp haneserver
nane 42/ udp naneserver
Whoi s 43/t cp ni cnane # usually to sri-nic
Whoi s 43/ udp ni cnane # usually to sri-nic
domai n 53/ udp naneserver # Donmi n Nanme Server
donai n 53/tcp
nt p 57/tcp
# Accugr aph/ Mount ai nTop- PNM
nt p 57/ udp # Accugr aph/ Mount ai nTop- PNM
boot ps 67/tcp # Bootstrap protocol server
boot ps 67/ udp # Bootstrap protocol server
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TAnlomith:

boot pc 68/ tcp # Bootstrap protocol client
boot pc 68/ udp # Bootstrap protocol client
tftp 69/ udp
netrjs-1 71/tcp # Renpte Job Service
netrjs-1 71/ udp # Renpte Job Service
netrjs-2 72/ tcp # Renpte Job Service
netrjs-2 72/ udp # Renpte Job Service
netrjs-3 73/ tcp # Renpte Job Service
netrjs-3 # Renote Job Service
73/ udp
netrjs-4 74/t cp # Renpote Job Service
netrjs-4 74/ udp # Renpote Job Service
rje 77/ tcp # and private RJE service
rje 77/ udp # and private RJE service
finger 79/t cp
finger 79/ udp
http 80/ tcp # HTTP Public, Depl oynent
http 80/ udp # HTTP Public, Depl oynent
| i nk 87/tcp ttylink
ker ber os 88/ udp kdc kerberosb # Ker beros aut henti cation--udp
ker ber os 88/ tcp kdc kerberosb # Ker beros aut hentication--tcp
obj cal | 94/ udp # Tivoli Object Dispatcher
obj cal | 94/t cp # Tivoli Object Dispatcher
supdup 95/t cp
supdup 95/ udp
host nane 101/tcp host nane # usually to sri-nic
host nane 101/ udp host nane # usually to sri-nic
i so-tsap 102/ tcp # | SO TSAP
i so-tsap 102/ udp # | SO TSAP
X400 103/ tcp # 1 SO Mai
# Under RFC 1700: Cenesis
Poi nt -t 0- Poi nt Trans Net
X400 103/ udp # | SO Mai
# Under RFC 1700: Cenesis
Poi nt-to-Poi nt Trans Net
x400- snd 104/ tcp # 1 SO Send
# Under RFC 1700: ACR- NEMVA
Digital Imag. & Comm 300
x400- snd 104/ udp # |1 SO Send
# Under RFC 1700: ACR- NEMA
Digital 1mag. & Comm 300
csnet - ns 105/ tcp # Mai | box Nanme Naneserver
csnet - ns 105/ udp # Mai | box Nanme Naneserver
pop- 2 109/ tcp # Post OfFfice Protocol v2
pop- 2 109/ udp # Post OfFfice Protocol v2
pop- 3 110/ tcp pop # Post Office Protocol v3
pop- 3 110/ udp pop # Post OFfice Protocol v3
sunr pc 111/tcp r pchi nd
sunr pc 111/ udp r pchi nd
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aut h 113/tcp # Aut henticati on Service

aut h 113/ udp # Aut henticati on Service

sftp 115/tcp # Sinple File Transfer
Pr ot ocol

sftp 115/ udp # Sinple File Transfer
Pr ot ocol

uucp- pat h 117/tcp # UUCP Path Service

uucp- pat h 117/ udp # UUCP Path Service

nnt p 119/tcp usenet # Net wor k News Transfer

nnt p 119/ udp usenet # Net wor k News Transfer

er pc 121/ tcp # Encore Expedited Renote Pro.
Cal |

er pc 121/ udp # Encore Expedited Renote Pro.
Cal |

nt p 123/tcp # Net wor k Ti ne Protocol

nt p 123/ udp # Net wor k Tine Protocol

| oc-srv 135/tcp # Location Service

| oc-srv 135/ udp # Location Service

i map2 143/ tcp # Interim Mail Access Protocol
v 2

i map2 143/ udp # Interim Mail Access Protocol
v 2

news 144/t cp NewS NeWs # W ndow System

news 144/ udp NewS NeWs # W ndow System

( TBD) 148/ tcp # |/ F port for TSDI'S, SDPF
Depl oynent (CSS, Naveen Hot a)
# Under RFC 1700: CRONUS-
SUPPORT

( TBD) 148/ udp # |/ F port for TSDI'S, SDPF
Depl oynment (CSS, Naveen Hot a)
# Under RFC 1700: CRONUS-
SUPPORT

( TBD) 149/ tcp # |/ F port for TSDI'S, SDPF
Depl oynent (CSS, Naveen Hot a)
# Under RFC 1700: AED 512
Enmul ati on Service

( TBD) 149/ udp # |/ F port for TSDI'S, SDPF
Depl oynment (CSS, Naveen Hot a)
# Under RFC 1700: AED 512
Enul ati on Servi ce

( TBD) 150/ tcp # |/ F port for TSDI'S, SDPF
Depl oynment (CSS, Naveen Hot a)
# Under RFC 1700: SQ.- NET

( TBD) 150/ udp # |/ F port for TSDI'S, SDPF
Depl oynent (CSS, Naveen Hot a)
# Under RFC 1700: SQL- NET

snmp 161/ udp # Si npl e Network Mynt Protocol
(for Peer SVWNP Agent)

snmp 161/tcp # Si mpl e Network Mgnt Prot ocol
(for Peer SWNP Agent)
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snnp-trap 162/ udp snnpt rap # SNVP trap (event) nessages

snnp-trap 162/ tcp snnpt r ap # SNVP trap (event) nessages

cnot - manager 163/ udp # CMOT Manager

cnot - neanager 163/tcp # CMOT Manager

cnot - agent 164/ udp # CMOT Agent

cnot - agent 164/ tcp # CMOT Agent

xdncp 177/ tcp # X Di splay Manager Control
Pr ot ocol

xdcp 177/ udp # X Di spl ay Manager Contr ol
Pr ot ocol

uni fy 181/ udp 7 Uni fy

uni fy 181/tcp # Uni fy

wai s 210/ tcp # WAI'S, Depl oynment, (Wb Dev.
Ken Sal l)
# Under RFC 1700: ANSI Z39.50

Wwai s 210/ udp # WAI'S, Depl oynment, (Web Dev.
Ken Sal |)
# Under RFC 1700: ANSI Z739.50

cl earcase 371/ udp al bd # Cl earcase, Atria |ocation
br oker daenmon (CM

cl earcase 371/ tcp al bd # Cl earcase, Atria location
br oker daenon (CM

ht t ps 443/t cp # HTTP Secured Wb Server,
MCOM

ht t ps 443/ udp # HTTP Secured Wb Server,
MCOM

ht t ps 444/t cp # HTTP Secured Wb Server (Wb

Dev. Ken Sall)

# Under RFC 1700: Sinple

Net wor k Pagi ng Prot ocol

htt ps 444/ udp # HTTP Secured Web Server (Wb
Dev. Ken Sall)

# Under RFC 1700: Sinple

Net wor k Pagi ng Pr ot ocol

htt ps 445/t cp # HTTP Secured Web Server (Wb
Dev. Ken Sall)

# Under RFC 1700: M crosoft - DS
ht t ps 445/ udp # HTTP Secured Wb Server (Wb
Dev. Ken Sall)

# Under RFC 1700: M crosoft - DS
ht t ps 446/t cp # HTTP Secured Wb Server (Wb
Dev. Ken Sall)

# Under RFC 1700: M crosoft - DS
ht t ps 446/ udp # HTTP Secured Wb Server (Wb
Dev. Ken Sall)

# Under RFC 1700: M crosoft- DS
exec 512/ tcp # renpte process execution;
aut henti cation performed using
passwords and UNI X | oppgin
nhanes

Page 4 CM Form 3012

TAnlomith: | Datar Nainian A lfrad Minrann | natar | Avimiict 12 1002 |



ECS Document Number: 420-TD-019-005

Prepared Under Contract No.: NAS5-60000

TAnlomith:

bi f f 512/ udp comsat # used by mail systemto
noti fy users of new mai
received; currently receives
nmessages only from processes
on the sane nachi ne

| ogi n 513/tcp

Wwho 513/ udp whod

514/ tcp # no passwords used

cnd shel

sysl og 514/ udp

printer 515/ tcp spool er # | ine printer spooler

printer 515/ udp spool er # | ine printer spooler

t al k 517/ tcp # Li ke tenex |ink, but across
machi ne - unfortunately,
doesn’t use |ink protoco
(this is actually just a
rendezvous port from which a
t cp connection is established)

t al k 517/ udp # Li ke tenex link, but across
machi ne - unfortunately,
doesn’t use |link protoco
(this is actually just a
rendezvous port from which a
tcp connection is established)

nt al k 518/t cp

nt al k 518/ udp

520/ udp rout ed # | ocal routing process (on

rout er rout e site); uses variant of Xerox
NS routing information
pr ot oco

ti med 525/ tcp ti neserver # tineserver

ti med 525/ udp ti neserver # tineserver

t enpo 526/t cp newdat e # newdat e

t enpo 526/ udp newdat e # newdat e

couri er 530/t cp rpc # rpc

courier 530/ udp rpc # rpc

conf erence 531/ tcp chat # chat

conf erence 531/ udp chat # chat

net news 532/ tcp readnews # readnews

net news 532/ udp readnews # readnews

net wal | 533/ tcp # for energency broadcasts

net wal | 533/ udp # for energency broadcasts

uucp 540/t cp uucpd # uucp daenon

uucp 540/ udp uucpd # uucp daenon

uucp-rlogin 541/t cp # uucp-rlogin

uucp-rlogin 541/ udp # uucp-rlogin

kl ogi n 543/t cp # Ker ber os aut henti cat ed
rlogin

kl ogi n 543/ udp # Ker beros aut henti cated
rlogin
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kshel | 544/t cp krcnd # and renpte shel

kshel | 544/ udp krcnd # and renpte shel

new- r who 550/t cp # news- who

new- r who 550/ udp % news- who

renot ef s 556/t cp rfs rfs server # rfs server

renot ef s 556/ udp rfs rfs server # rfs server

r noni t or 560/ udp r noni t ord # experinenta

noni t or 561/ udp # experinenta

i pcserver 600/t cp pcserver # Sun | ntegrated PC board srvr

i pcserver 600/ udp pcserver # Sun | ntegrated PC board srvr

t a-rauth 601/ tcp raut h

ker ber os- adm 749/ tcp ker ber os- nast er # Kerberos 5 adm n/ changepw

ker ber os- adm 749/ udp ker ber os- nast er # Ker beros 5 adm n/ changepw

ker-beros #50{t+cp kde—kerberos— H—Kerberos—key—server

Sec H#—Unrder—RFC1400-—+fie
kerberos 750/udp kde—kerberes— H—Ker-beros—key—server
Sec #—Unrder—RFC1700-—eadav

ker ber os-adm 751/ udp ker ber os- mast er # Ker beros 5 adm n/ changepw
(CSS, Naveen Hot a)

ker ber os-adm 751/ tcp ker ber os- mast er # Ker beros 5 adm n/ changepw
(CSS, Naveen Hot a)

ker b5_prop 754/t cp krb_prop # Ker beros slave propagation
(CSS, Naveen Hot a)
# Under RFC 1700: tell, send

t el | 754/ udp send

kr bupdat e 760/t cp kreg # Ker beros update (CSS, Naveen
Hot a)
# Under RFC 1700: ns

kpasswd 761/t cp k pwd # Ker beros passwd (CSS, Naveen
Hot a)
# Under RFC 1700: rxe

k5ftp 765/t cp # Ker beros FTP (CSS, Naveen
Hot a)
# Under RFC 1700: webster

| | ockngr 779/ tcp

hp- col | ector 781/ tcp # HP perfornmance data
col | ector

hp- col | ect or 781/ udp # HP perfornmance data
col | ector

hp- managed- node 782/ tcp # HP performance data managed
node

hp- managed- node 782/ udp # HP performance data managed
node

nl ockngr 782/t cp

hp- al ar m ngr 783/ tcp # HP perfornance data al arm
nanager

hp-al ar m nyr 783/ udp # HP performance data al arm
nanager

( TBD) 808/ tcp # HTTP Ports for WAWW
Depl oynent (Web Dev. Ken Sall)
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( TBD) 809/ tcp # HTTP Ports for WW
Depl oynent (Web Dev. Ken Sall)

( TBD) 810/ tcp # HTTP Ports for WW
Depl oynent (Web Dev. Ken Sall)

( TBD) 1027/ tcp # FSMS Ports for Devel opnent
(EDS, Bruce d ark)

( TBD) 1027/ udp # FSMS Ports for Devel opnent
(EDS, Bruce d ark)

( TBD) 1028/ tcp # FSMS Ports for Devel opnent
(EDS, Bruce d ark)

( TBD) 1028/ udp # FSMS Ports for Devel opnent
(EDS, Bruce d ark)

I | ockngr 1031/ udp

kpop 1109/t cp # Pop with Kerberos (CSS,
Naveen Hot a)

snnp 1161/ udp # SNVP, Devel opnent ( MSS,
Chri s Kingsbury)

( TBD) 1281/ tcp # Web Admin Servers,
Depl oynent (Web Dev. Ken Sall)

( TBD) 1282/ tcp # Web Admin Servers,
Depl oynent (Web Dev. Ken Sall)

( TBD) 1283/ tcp # Wb Admi n Servers,
Depl oynent (Web Dev. Ken Sall)

( TBD) 1284/ tcp # Web Admin Servers,
Depl oynent (Web Dev. Ken Sall)

( TBD) 1400/t cp # Reserved for WNV Devel opnent
(Web Dev. Ken Sall)

(tBD) | ... # Reserved for WNWV Devel opnent
(Web Dev. Ken Sall)

(tBD) ... # Reserved for WAV Devel opnent
(Web Dev. Ken Sall)

(tTBD) | ... # Reserved for WAV Devel opment
(Web Dev. Ken Sall)

(tBD) .. # Reserved for WWV Devel oprent
(Web Dev. Ken Sall)

(tBD) ... # Reserved for WWV Devel oprent
(Web Dev. Ken Sall)

(tBD) | ... # Reserved for WNV Devel opnent
(Web Dev. Ken Sall)

(tBD) | ... # Reserved for WNWV Devel opnent
(Web Dev. Ken Sall)

(tBD) ... # Reserved for WAV Devel opnent
(Web Dev. Ken Sall)

(tTBD) | ... # Reserved for WAV Devel opment
(Web Dev. Ken Sall)

( TBD) 1500/ tcp # Reserved for WWV Devel oprent
(Web Dev. Ken Sall)

( TBD) 1510/ tcp # Reserved for WWV Devel oprent
(Web Dev. Ken Sall)

uni sgl x 1523/ tcp # for so-1
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i ngresl ock 1524/ tcp

orasryv 1525/t cp oracl e # oracl e daenon

nf sd 2049/ udp nf s # NFS server daenopn

ekl ogi n 2105/t cp # Ker beros encrypted rlogin

net di st 2106/ tcp

dnserver01l 2201/ tcp 7 ( DMSS)

dnser ver 02 2202/t cp 7 ( DMSS)

dnserver 03 2203/t cp 7 ( DMSS)

dnser ver 04 2204/t cp 7 ( DMGS)

dnser ver 05 2205/ tcp 7 ( DMGS)

dbdeno 2206/ tcp 7 ( DMGS)

zcnl s 2722/ tcp # Zmai |

zcnl s 2722/ udp # Zmai |

| isten 2766/ tcp # System V |istener port

W= dev 2784/ tcp # WAV - devel oprent

W dev 2784/ udp # WAV - devel opnent

( TBD) 3001/ tcp # Reserved for Sybase, |ngest

( TBD) 3001/ udp # Reserved for Sybase, |ngest

( TBD) # Reserved for Sybase, |ngest

( TBD) C # Reserved for Sybase, |ngest

( TBD) 3010/ tcp # Reserved for Sybase, |ngest

( TBD) 3011/ tcp # Reserved for Sybase, DSS

( TBD) 3011/ udp # Reserved for Sybase, DSS

( TBD) # Reserved for Sybase, DSS

( TBD) # Reserved for Sybase, DSS

( TBD) 3020/t cp # Reserved for Sybase, DSS

( TBD) 3020/t cp # Reserved for Sybase, DSS

( TBD) 3021/ tcp # Reserved for Sybase, PDPS

( TBD) 3021/ udp # Reserved for Sybase, PDPS

( TBD) # Reserved for Sybase, PDPS

( TBD) # Reserved for Sybase, PDPS

( TBD) 3030/ tcp # Reserved for Sybase, PDPS

( TBD) 3030/ tcp # Reserved for Sybase, PDPS

( TBD) 3031/ tcp # Reserved for Sybase, MsSS

( TBD) 3031/ udp # Reserved for Sybase, MSS

( TBD) # Reserved for Sybase, MSS

( TBD) # Reserved for Sybase, MSS

( TBD) 3040/t cp # Reserved for Sybase, MSS

( TBD) 3040/ udp # Reserved for Sybase, MS

( TBD) 3041/ tcp # Reserved for Sybase, DMG

( TBD) 3041/ udp # Reserved for Sybase, DMG

( TBD) # Reserved for Sybase, DMG

( TBD) # Reserved for Sybase, DMG

( TBD) 3050/ tcp # Reserved for Sybase, DMG

( TBD) 3050/ udp # Reserved for Sybase, DM

( TBD) 3051/ tcp # Reserved for Sybase, dient

( TBD) 3051/ udp # Reserved for Sybase, dient

( TBD) # Reserved for Sybase, Cient
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( TBD) S # Reserved for Sybase, Cient

( TBD) 3060/t cp # Reserved for Sybase, Cient

( TBD) 3060/ udp # Reserved for Sybase, Cient

ekl ogi n 3333/ tcp # Ker beros encrypted rlogin
(CSS, Naveen Hot a)

( TBD) 3344/ tcp # Renedy Action Request (MSS,
David Ml ler)

DBSer ver Por t 3345/t cp # Tivoli RDBMS Support (MSS,
Davi d Kel |l ey)

( TBD) 4040/t cp # |/ F port for SDPF Depl oynment
(CSS, Naveen Hot a)

( TBD) 4040/ udp # |/ F port for SDPF Depl oynent
(CSS, Naveen Hot a)

| ockd 4045/t cp # NFS | ock daenon/ nanager

| ockd 4045/ udp # NFS | ock daenon/ manager

kr b524 4444/t cp # Kerberos 5 to 4 ticket
x| at or

| ocat or 5001/ tcp # | ocat or dat abase for Hughes

nNsg-srvl 5110/ tcp # Del phi (PDPS, Joe Hunt)

nNsg- Srv2 5111/ tcp # Del phi (PDPS, Joe Hunt)

nNsg- Srv3 5112/ tcp # Del phi (PDPS, Joe Hunt)

nNsg- srv4 5113/ tcp # Del phi (PDPS, Joe Hunt)

nNsg- Srvs 5114/ tcp # Del phi (PDPS, Joe Hunt)

( TBD) 5115/t cp # Del phi (PDPS, Joe Hunt)

( TBD) 5116/ tcp # Del phi (PDPS, Joe Hunt)

( TBD) 5117/tcp # Del phi (PDPS, Joe Hunt)

( TBD) 5118/ tcp # Del phi (PDPS, Joe Hunt)

( TBD) 5119/t cp # Del phi (PDPS, Joe Hunt)

( TBD) 5120/t cp # Del phi (PDPS, Joe Hunt)

sgi - dgl 5232/ tcp

aut o_renot e 5280/t cp # Aut osys event processors,
Depl oynent (PDPS, Joe Hunt)

aut o_r enot ei 5281/t cp # Aut osys SSI &T i nst ance,
Depl oynment (PDPS, David
Her oux)

X- server 6000/t cp # (1SS, Randy Haynes)

spc 6111/ tcp # Sub- process control

( TBD) 6999/t cp # VO Gat eway, Devel opnent

http_adm n 8080/t cp # HTTP servers account adm n,
Devel oprent (Wb Dev. Ken
Sal | )

ovt opnd 8888/t cp # HP OpenView | P Topol ogy
Daenmon (MSS, Scott Austin)

nan 9535/t cp

nan 9535/ udp

ovwdb 9999/t cp # HP OpenVi ew Obj ect Dat abase
daenon (MSS, Scott Austin)
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Note

"Port nunbers bel ow 256 are reserved for "well-known services" (like FTP and
TELNET) and are defined in the Assigned Nunmbers RFC. Ports nunbered from 256
to 1024 are used for UN X-specific services, which are services like rlogin

t hat were originally devel oped for UNI X systens."

"Port nunmber are not uni que between transport |ayer protocols; the nunbers ar¢g
only unique within a specific transport protocol. In other words, TCP and UDH
can and do, both assign the sane port nunmbers. It is the conbination of
protocol and port nunbers that uniquely identifies the specific process the
dat a shoul d be delivered to."

TCP/I P Network Adm nistration, Craig Hunt, O Reilly & Associates, Inc

For ECS Project, external networking will be restriced to X11 traffic only,
any port nunber above 6000 will be filtered by router

Basel i ne Doc: RFC 1700
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Instruction

0 Basdline|D: <CM Form ID>_<ECS Release ID>_<Release #>.<Sub-release #>.<Patch #>_<one-up #>.

11 ECSLocation: The name of the ECS Délivery Site.

21 Service: The official Internet service name.

2.2 Port #/ prtcl: The port number and protocol name.

2.3 Alias: The alias of the service name.

24 Comment: The comment which explains the service.
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